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Webova aplikace - instalace |IS serveru a
nastaveni

Instalace IIS Pokud se vdm béhem instalace SW Aktion.NEXT zobrazi hlaseni, ze je nutné doinstalovat IIS

(internet information service), tak postupujte timto zplsobem:

1. Spustte Ovladaci panely — ve Windows 10 a 11 vyberte Programy a funkce.

2. V levé &asti kliknéte na polozku ,,Zapnout nebo vypnout funkce systému Windows".

Hlavni ovladaci panel

Zobrazit nainstalované
aktualizace

#y Zapnout nebo vypnout funkce
systérnu Windows

Instalovat program ze sité

3. Nasledné zaskrtejte polozky dle obrazkl nize.
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Funkece systému Windows —

Zapnout nebo vypnout funkce systemu Windows

Cheete-li funkci zapnout, zaskrinéte jeji policko. Cheete-li funkci vypnout, zruste zaskrtnutr

jeithe polika. Plné politko znamend, Ze je zapnuta pouze East funkce.
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[l Windows Features - O X

Turn Windows features on or off (7

To turn a feature on, select its checkbox. To turn a feature off, clear its checkbox. A filled box means that only part of the feature is turned
on,

50 - B} MET Framework 3.5 (includes .NET 2,0 and 3.0)
= B .NETFramework 4.8 Advanced Services
B~ ASP.NET4.8
@ B~ WCF Services
(1" Active Directory Lightweight Directory Services
(J° Containers
[I" Data Center Bridging
@ (7 Device Lockdown
(J° Guarded Host
(" Hyper-v
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[CJ" 1S 6 Scripting Tools

[ 1S 6 WMI Compatibility
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B  Default Document
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I g" Static Content I
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| Centralized SSL Certificate Support
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[CJ7 IS Client Certificate Mapping Authentication
()7 IP Security
B Request Filtering
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B Windows Authentication
B Internet Information Services Hostable Web Core
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**Po instalaci IIS je doporuceno restartovat PC.

Nastaveni |IS a bezpecnosti webu:

Request Smuggling http filter
e Nastaveni v registrech
Enable the request smuggling filter on your web server by using the Registry Editor

1. Click Start, click Run, type Regedit in the Open box, and then click OK.
2. Locate and then click the following registry subkey: HKEY_LOCAL_MACHINE\System\Cu-
rrentControlSet\Services\HTTP\Parameters

3. Set DWORD type value DisableRequestSmuggling to one of the following:

Set to O to disable the filter
Set to 1to enable the filter
4. Exit Registry Editor.

5. Restart the computer.

https://techcommunity.microsoft.com/...rver/3951338

HSTS - hlavi¢ka Strict-Transport-Security

e Na lIS Ize pfi zapnutém HTTPS zapnout i HSTS

1. V IIS Manageru vyber pfislusny web (musi mit HTTPS binding).

2. V pravém panelu Actions klikni na HSTS (v sekci Configure).

3. Zaskrtni ,,Enable HSTS", nastav max-age (napf. 31536000 =1 rok), pfipadné ,Include subdomains“ a
.Preload”.

4. Volitelné zaskrtni ,Redirect HTTP to HTTPS", pokud jesté nemas presmérovani resené jinak.
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