»aKTion

Microsoft Entra ID nastaveni (Azure Active
Directory)

Konfigurace SW AktionNEXT a Microsoft Entra (drive
Azure Active Directory) pro jednotné prihlasovani SSO
(revize 5/2025)

Ujistéte se, Ze mate k dispozici Ucet Microsoft Entra (AzureAD), ke kterému se mUzete pfihlasit.

1. Pfihlaste se k U&tu v roli administratora (https://entra.microsoft.com/)

2. Vytvoreni nové aplikace v Microsoft Entra

a. Vyhledejte a vyberte sluzbu Identity.

Microsoft Entra admin center P Search resources, services, and docs (G+/)

Home > EFG CZ spol.s r.o. > Microsoft Entra

A Home . .
) App registrations # -
7 What's new
Bl  Diagnose & solve problems T New registration [i<] Endpoints & Troubleshoot () Refresh & Download [&) Preview features A7 Got feedback?
% Favorites N 5 B N . . _
@ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure Active Directory Graph. We will continue to provide tech
Authentication Library (MSAL) and Microsoft Graph. Learn more
> Identity ~
@ o All applications Owned applications  Deleted applications
verview
R Users N X Start typing a display name or application (client) ID to filter these r... +7 Add filters
'
"W Groups 1 applications found
I Devices ~ Display name T
n AktionNEXT
% Applications N

Enterprise applications

I App registrations

E] Protection N

@ Identity Governance A

External Identities 4
* Show more

& Protection N

‘&) Identity Governance N

B Verified ID %

b. P%ejdéte do nabidky Applications - App registration (Registrace aplikaci) - Nova registrace (New
registration). Otevre se obrazovka Register an application (Zaregistrovat aplikaci).

c. V poli Name (Nazev) zadejte nazev aplikace AktionNEXT (dale v textu jen Entra aplikace Aktion).

d. Vyberte podporované typy uctu, typicky Account in this organizational directory only - Single
tenant (Jen Géty v tomto adresafi - jeden tenant), pokud mate uzivatele z rGznych tenantd pak

vyberte druhou moznost Account in any organizational directory — Multitenant (Uéty v libovolném
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adresdfi organizace - vice tenanta).

e. Aplikaci uloZte Register (Zaregistrovat).

f. Otevrete detail Entra aplikace Aktion v App registrations - All Applications (Registrace aplikaci -

Vsechny aplikace), vyberte aplikaci a pfejdéte do Authentication (Ovéfovani).

g. Pridejte platformy Add platform (Pfidat platformu)

' Home
1 What's new

B Diagnose & solve problems.

*

Favorites

Identity

Overview

Users

Groups

Devices

& 5 4 » 0 ¢

Applications
Enterprise applications
| e

& erotection

[} identity Governance
Bl External Identities

== Show more
& Protection
L) Identity Governance

' Verified ID

£ Learn & support

Home > AktionNEXT

5) AktionNEXT | Authentication

search

B oveniew

& Quickstart

# Integration assistant

X Diagnose and salve problems

Manage

= Branding & properties

D Authentication
Centificates & secrets

1! Token configuration

@ API permissions

@ Expose an AP

i App roles

a8 Owners

& Roles and administrators

Ml ianifest

Support + Troubleshaating

2 new support request

t+ Add a platform

& Got feedback?

Platform configurations

Depending on the platfarm or device this application is targeting, additional configuration may be required such as
redirect URIs, specific authentication settings, or fiekds specific to the platform.

Supported account types

Who can use this application or access this API?
() Accounts in this organizational directory only (EFG CZ spol. s r.o. only - Single tenant)

(O Accounts in any arganizational directory (Any Microsoft Entra ID tenant - Multitenant)

Help me decide.

%
A\ Dueto temporary differences in supported functianality, we don't recommend ensbling persansl Microsoft

accounts for an existing registration. If you need to enable personal accounts, you Gan do 50 using the manifest
editor. Leam more about these restrictions.

Advanced settings

Allow public client flows

Enable the following mobile and desktop flows =N - )
+ App collects plaintext password (Resource Qwner Password Credential Flow) Leam more
* No keyboard (Device Code Flow] Leam morer
+ 550 for domain-jcined Windows (Windows Integrated Auth Flow) Learn more

App instance property lock ()

Configure the application instance modification lock. Learn more (' Configure

Configure platforms X

Web applications

FT) web m Single-page application

Buid, host, and deploy a web server Configure brawser client applicatians

application. NET, Java, Python and progressive web applications.
Javascript.

Mobile and desktop applications

. 105/ mac0s ‘ Android

Objective-C, Swift, Xamarin Jawa, Kothin, Xamarin

] Vekila s deckrcp
applications
Windows, UWP, Console, loT &
Limited-entry Devices, Classic i05 +
Android

I. Pro ovérovani v desktopové (Windows) aplikaci AktionNEXT a v Mobilni aplikaci Aktion zvolte

Mobile and Desktop applications (Mobilni a desktopové aplikace). Zde vyberte prvni Redirect

URIs (Identifikatory URI pro presmérovani)

(https://login.microsoftonline.com/common/oauth2/nativeclient) pro desktopovou aplikaci

a dale do Custom redirect URIs (Vlastni identifikatory URI) zadejte pfesné tuto

http://localhost:51102/0auth adresu pro mobilni aplikaci. Nakonec uloZte pomoci Configure

(Konfigurovat).

Il. Pro ovéfovani ve webové aplikaci AktionNEXT pfidejte platformu Web a do Redirect URIs

(Identifikatory URI pro pfresmérovani) zadejte adresu vaseho AktionNEXT webu ve formatu

https://dochazka.firma.cz/AktionNEXT/AzureADLogin/ a zaskrtnéte Access tokens (used for

implicit flows) a také ID tokens (used for implicit and hybrid flows). Nakonec ulozte pomoci

Configure (Konfigurovat).

I1l. Pro ovérovani ve webové aplikaci eNEXT pridejte platformu Single-page application

(Jednostrankova aplikace) a do Redirect URIs (Identifikatory URI pro pfesmérovani) zadejte

adresu vaseho AktionNEXT webu ve formatu

https://dochazka.firma.cz/eNext/auth/jwt/login. Nakonec uloZte pomoci Configure

(Konfigurovat).

IV. VSechny pfidané platformy by mély vypadat takto:
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Homa » AltionNEXT » App regitration ) Altiondaf)T

5Akﬁonl'~lﬂﬂ' | Authentication =

|2 search ] =
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7 Got ewdbadt

Platform configurations

Depencing on the platiorm o device this appk i targeting, sdeicnsl conty iy e pegared sech s
mmmmm«mmuhm

Web Gt Dong @)
Redirect Ufls

Thie LIRS o will BCRER i SrlinaBions mien Pifarming ButhenSation niNponir Robimi) s feconiifully uberticating of lighing ool . The Pesine
LU you e in the reguedt bo e login server ihould match one sted hase. Aho relesed b3 i riply URLL Lasrn mone sbout Redirect Ui and ther

N
i Thi

o
Mobile and desktop applications Gt Dol [

Redirect URls
Thiae Likas ot will ACOBPY il SHLIMIGENS miSN PERSITHG Suthentcalion Npenie Robing aer seoorsifully iulartiating users. The redinect URI you send in
T Fegpue st B2 Thet lagen Server Should match one ksted hare. Al nebermed 82 25 niply URLS. Liien mose about Redrect LRSS ied thew restnctons

B repes: n

O httpritegininmcomsntion detiopad Lreson [y

[m] AP-A130-0 L oyt [y

it Aocathosts 1102 ath 0]
Add R

Single-page application Gt Dot
Redirect URls

The ks wer will dcoept nhan neiperr Rokoms) M secornifully sulereiaeng of Soeing out wiers. Thi redrect
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Pt e, il Wl
Add U
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MISAL A 20 dost ot 1ppoet implkot grant. Enable empbot grant ptbngs ondy of yor spp i ubng MEALR 1.0, Leam meone sbout auth e flos
A Vouw Rahonin U i el Lo thoe ethaeizitn Gt P with FICE,

Feorn-channel logaut URL

That i where we send 2 seguest 10 have the appldcation cear the uer's sesuon data. Tha & reguined for Lngle wgP-out 1o
wenes coaTectly,

| £ g senampie Somingout o |

Impdici grant snd Fybeid fows

Raguast 3 oioss deectly from the suthonrston endpoet. | Se spplacaton has & snghi-page Bchaeniune (SRA) and
FOEET bl e aushoraaton code Mo on o & irvolies 3 web AP v isaSonpt, sekect iboth sooess olerd and 10 iokers.
For ASPNET Core welr 3pps and Oiher seb appr that use hybnd suthestboatan, seect ondy ID tokere. Less mode sboat
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Supported account types
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h. Dale nastavte opravnéni. Pfejdéte do sekce API permissions (Opravnéni rozhrani API) a zvolte Add
permission (Pfidat opravnéni). Otevie se obrazovka Request APl permissions (Pozadat o opravnéni
rozhrani API).

e Ao Request API permissions X
5 AktionNEXT | APl permissions =
Select an API
[Pow ] O Refrsh | A& Gotfesdback? Mictosoft APIs  APIs my organization uses My APIs
Commonly used Micresoft APIs
A Ganting permisions . o that pplicaton. Permissions that users : L
Microsoft Graph
\ Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility +
. - . Securty, and Windons 10 Access Mirosoft Entra 10 e, Intune, Oufook/Exchange,
o ™ === I EE T R S ST OneDrive, OneNote, SharePoint Planner, and mere through a single endpeint.
Manage
B Branding & properties Configured permissions
D Authentestion orized to call A91s when they are g1 Th lstof configured hould indude
ot p
certificates & secrets ) Arere Rights Management A AneeSevce Mgt
I Token contiusation + Grant admin consent for EFG CZ spol 510 L Services \ agem
resdsnd write
> IS e Type Descrption Admin consent requ.. Status protected content
@ Expose an 4P
B App roles UserResd Delegated  Sign i nd read user profile o
& ouners % Oynamics 365 Business —
L5 D Dy Col
£, Roles and administrators ‘o view and manage consented permissions for individual apps, a5 well a5 your tenant's consent settings, try Enterprise applications.
M manifest destination

Support + Troubleshooting

& newsupport request

L tntune 1) 0ffice 365 Mansgement APl I onetote
[———— s, | | © it
system, and policy acions and events picures. s and more in Onehlote
SandMicosR Bt D notebosks
activiy logs
P Fower utormate Power 81 Service R sharchoion

I. Kliknéte na moznost Microsoft Graph a jako typ opravnéni pro vasi aplikaci vyberte moznost
Application permissions (Opravnéni aplikace).
Il. V ¢asti Select permissions (Vybrat opravnéni) vyhledejte Directory — Directory.Read.All a
vyberte ho.
Il. Dale vyhledejte User — User.Read.All a také ho vyberte

IV. Potvrdte pomoci Add permissions (Pfidat opravnéni)

i. Pridana opravnéni schvalte nebo nechte schvélit pomoci Grant admin consent (Udélit souhlas

spravce)
Manage

= Branding & properties @ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not refiect the value in yc

2 Authentication

Configured permissions
Certificates & secrets

" Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include

{Il' Token configuration all the permissions the application needs. Learn more about permissions and consent

- API permissions

-t Add a permission l§ ~ Grant admin consent for EFG CZ spol. sr.o.

& Expose an API
API / Permissions name Type Description Admin consent requ... Status
¥ App roles
\/ Microsoft Graph (3)
b Owners

Directory.Read.All Application  Read directory data Yes A\ Not granted for EFGCZ,,, ==+
‘. Roles and administrators I I
User.Read Delegated  Sign in and read user profile No
M Manifest
User.Read All Application  Read all users' full profiles Yes A\ Not granted for EFGCZ . »=+
I I

Support + Troubleshooting

a4 New support request To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.

3. Konfigurace SW AktionNEXT

a. Z nastaveni Entra aplikace Aktion zjistime Directory (tenant ID (ID adresafe (tenanta)) a Application

(client) ID (ID aplikace (tenanta)).
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Microsoft Entra admin center L Search resources, services, and docs (G+/)

Home > App registrations >
A Home .
3 AktionNEXT =
/  What's new
B Diagnose & solve problems b | ' Search | < i' Delete @ Endpoints (%3] Preview features
B Overview
— @ Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). =
F: ity hd :
K Favorites Quickstart
s 1 N # Integration assistant A Essentials
lentity
A Diagnose and solve problems Display name : AktionNEXT
@ Overview Manage Application (client) ID : ce8eb)
2 users v _ . Object ID : bf798279-b393-4cd1-b091-512d7e8e29¢5
Branding & properties
Directory (tenant) ID : ¢1193
A Groups e D Authentication
g d ! Supported account types :
) Devices ~ Certificates & secrets
' Token configuration 0 Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library
@ Applications A and Microsoft Graph. Leam more

2 AP| permissions

Enterprise applications

& Expose an API Get Started Documentation
I App registrations App roles
—_—
E] Protection N & Owners B

) . Roles and administrators
(53] Identity Governance g The Microsoft identity platform is an authentication service,
M Manifest

gl External Identities 4
Support + Troubleshooting

Sh ~ —
oW more 2 New support request ‘ 4‘.\ u
.

b. V desktopové aplikaci AktionNEXT prejdéte do Konfigurace aplikace, na zdlozku Konfigurace
systému, podzalozka Parametry pfihlasovani podle Azure Active Directory.

c. Zde vyplite Directory (tenant) ID a Application (client) ID dle Udajud zjisténych v predeslém kroku.

¥ Konfigurace aplikace

Upravy Podpora
s | = {L b, o S “j
g E & K v O L
Obnovit oFit Tisk Aktudini Pfedchozi I i Historie Zavfit
- zobrazeni ~ zaznamu
Zaznam Data Zobrazit Okno

Z&kladni Udaje Konfigurace systému Systémova hldSeni Nastaveni sloupc Uzivatelska konfigurace Pfistup Alarmy a systémova hlaSeni Kalendarové propojeni Konfigurace dochézky Konfigurace navit

Ko
Systémové nastaveni Automatické mazani starych dat
Automatické odhldSeni uzivatele po nedinnosti (min): 0 Mazat Systémové udalost Data star&i nez (mésice): 1
Debug rezim win aplikace (zobrazit detaily chyby): v Mazat Uddlosti a souvisejid historii Data star$i neZ (mésice): 12
Umo#nit lokalizad zaznami: Mazat Dochézkova data Data starsi neZ (mésice): 60 o
Zapnout podporu vice PPV: Mazat data Stravovani Data starsi nez (mésice): 12 7 | Historie: 32
Po smazani osoby pseudonymizovat udalosti: v Mazat data Navstév (véetné dokument() Data starsi neZ (mésice): 12 -
Po smazéni ndvEtévni osoby pseudonymizovat udélosti: |« Mazat polohové Gdaje z mobilnich zafizen Data star¥ ne# (mésice): 3z
Blokace po chybném piihlaseni Technicka podpora
Pocet chybnych prihlaseni: 5 2 Poskytovatel:
Doba blokovani (minuty): 5 2 Telefon:
E-mail: Ko
Web:

i

Pfihlagen’ do windows aplikace Pfihl&Zeni do mobilni aplikace | Parametry pfihlafovani podle domény Parametry pfihlaovani podle Azure Active Directory (

Directory (Tenant) ID: cl19 3eec_ Authorize URIL: hﬂps:ﬂﬂogin‘micrusofbunhne.cumf'c1193eec_

Application (Client) ID: ce8ebb99 Redirect Aplikace URT: https://flogin. microsoftonline. com fcommon foauth2/nativedient
Client secret ID: Redirect Web URI: https://dochazka. firma. cz/AktionNEXT/AzureADLogin/
Doménovy atribut ident. ufivatele: | unigue_name « | Redirect MobileApp UR tp:/flocalhost: 51

Atribut identifikujid osobu: Email -
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d. Client secret ID nevyplnujte.

e. Autorize URI vyplnte v pfipadé Ze jste Entra aplikaci Aktion nastavili jako Single tenant (viz bod 2d.),
tak https://login.microsoftonline.com/directory tenant id bezlomitka na konci, kde
directory tenant id je stejny kéd jako v Directory (tenant) ID. V pfipadé Multitenant Entra aplikace
Aktion vyplnte https://login.microsoftonline.com/common.

f. Redirect aplikace URI je adresa pfesmeérovani pro desktopovou aplikaci a bude
https://login.microsoftonline.com/common/oauth2/nativeclient (viz bod 2gl.).

g. Redirect Web Uri zadejte adresu vaseho AktionNEXT webu ve formatu
https://dochazka.firma.cz/AktionNEXT/AzureADLogin/ (viz bod 2gll.), pro eNext webovou
aplikaci zadejte https://dochazka.firma.cz/eNext/auth/jwt/login (viz bod 2gllil.).

h. Redirect mobile app je predvyplnéno na http://localhost:51102/0auth (viz bod 2gl.).

i. Doménovy atribut identifikujici uzZivatele vyberte atribut z MS Entra, ktery je zndm na strané MS
Entra i v Aktion NEXT, typicky unique name nebo email.

j. Atribut identifikujici osobu vyberte atribut z Aktion NEXTu, pomoci kterého naparujete uzivatele
z MS Entra, typicky Email (Agenda Osoby, doplnujici idaje, E-mail).

k. Nakonec je potfeba povolit zplsob pFihladeni pomoci Azure Active Directory pro Windows
(desktopovou) aplikaci, pro mobilni aplikaci a pro webovou aplikaci. V Konfiguraci aplikace, zalozka
Konfigurace systému, podzalozka PFfihlaseni do Windows aplikace a Pfihlaseni do mobilni

aplikace, nebo Konfigurace aplikace, zdloZzka Konfigurace systému, podzalozka Konfigurace

webové aplikace.

£+ Konfigurace aplikace £¥ Konfigurace aplikace £+ Konfigurace aplikace

Upravy Podpora
3 : a 2Bl | % W= a 2= | 3 @S K a 20 |
Obnovit  Ulodit Tisk Aktuaini 107 \ésledujid Historie Zaviit Obrovit  Ulost Tisk Aktudlni Pedchoai isledujici Historie Zavfit Obnovit lofit Tigk Aktusin® Pfedchozl Nisleduicd  Historie Zavfit
B zobrazeni ~ zéznamu - zobrazeni ~ zZéznamu - zobrazeni v zéznamu
Zaznam Data Zobrazit Okno Zaznam Data Zobrazit Okno Zaznam Data Zobrazit Okno

Zékadni daje | Konfigurace systému | Systémowd hidSeni | Nastavenisloupefi | Ufivatelskd ke Zékladniidaje | Konfigurace systému | Systémovd HlisSeni | Nastavenisloupch | Ubvatelskike | Zékladniudaje | Konfigurace systému | Systémovd hldSeni = Konfigurace webové aplkace | MNastaver
——

Systémové nastaveni Autom; Systémové nastaveni Autom: Systémové nastaveni

Automatieké odhléSent ugivatele po nednnost (min): 0 Maz Automatcké adhisteni ufivatele po nednnost (min): 0 Maz: URL webové aplikace:

Debug rezim win apikace (zobrazt detaiy chyby): v Maz: Debug refim win aplkace (zobrazit detaily chyby): v Maz:

Umoinit lokalizac zéznami: Maze Umoinit lokalizad z&znamd: Mz

Zapnout padporu vice PPV: Maz: Zapnout podporu vice PPV: Maze PiihlaSeni

Po smazénf osaby pseudonymizovat udalostiz v Mazt Po smazani osoby pseudenymizovat udslost: v Maz: Viiehoa! jazyk pblagovac! strdnky: b Celtna
Po smazéni névitévni osoby pseudonymizovat uddlosti; [« Maze Po smazéni névitévni osoby pseudonymizovat uddlostis [v Maze Zpdsob piihlasent

| Iméno a heslo

Blokace po chybném piihliseni Technic Blokace po chybném piihlageni Technic ] Osobni Gislo a PIN
Pocet chybnych plihlaseni: 5 = Poskytor Pocet chybnjch prihlagen: 52 Poskytor
Doba blokovani (minuty): 5 % Telefon: Doba blokowvani (minuty): S - Telefon:
E-mai: E-mail:
Web: Web:
e Nastaveni chovani aplikace
PRhi&Eeni do windows aplikace]  PFibléSen do mobini apikace | Parametry priblaSovéni podie de PiiblaSeni do windows aplkace | [FiH3ben do mobin apikace, | Paramelry pihladovani pode d Po uloZeni z3znamu nvrat na predchoz strénku [
—— _—
Zplsob piihiasent Zplsob priaseni Povolit asobé ménit PIN v
+ | Jméno a heslo | Iméno a heslo Debug redim (zobrazit chybové zprévy)
S TN ST
| pas et Crasony e
Povolit web api L
Zobrazovat dokumentaci web api v

Q¢ zméni: Aktion B Cas zmény: 28.05.2025 17:16:09 @} Zméni: Aktion [y Cas zmény: 28.05.2025 17:16:09 @ zméni: Aktion By Cas zm

4. Podminky pro fungovani

a. Prihlasujici se klienti musi mit pfistup na internet na servery Microsoft Entra ID.

b. Aplikac¢ni server Aktion NEXT a webovy server aplikace Aktion NEXT (eNext) musi mit pfistup na
internet na servery Microsoft Entra ID, protoze ovéruji vystavené prihlasovaci tokeny.

c. Webova aplikace Aktion NEXT musi bézet na HTTPS protokolu (platny certifikat), a to i v pfipadé

lokalniho provozu.
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d. Osoby v Aktion NEXTu musi mit vyplnény e-mail nebo jiny atribut pro identifikaci (viz bod 3j), aby

bylo mozné osobu do systému pfihlasit.
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